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When Big Decisions Approach, 
Look Forward Creatively.
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GOLDSince the inception of the internet words like hacker, phishing, data ransom, malware 
and spyware have become commonplace in our vernacular. Constant attacks on cyber 
security play out in the digital background and most users have no idea it’s happening. 
A single wrong click can unknowingly open your system up to the criminal element. At 
home, this situation would be a major annoyance at the very least, at your business 
however, this creates a catastrophic event that is very costly and time consuming. 
Furthermore, in our business world, this has implications that threaten a firm’s viability 
through damaged trust and breach of contracts.

Protection from security threats begins with 
preparation; the cost of waiting until it’s too late.

Could you be next?

For example, a firm in our industry 
was the target of a vicious 
ransomware attack in 2018. The 
hackers laid siege to their network 
at every level including their 
locally stored CaseAware Case 
Management System. The malware 
then proceeded to completely erase 
all data, including the forensic 
footprint that could’ve answered 
who, and how they managed their 
attack. The breach turned the firm 
upside down while they scrambled 
for a solution.

The firm immediately began 
combing through court records 
and client platforms to recreate 
their files from scratch in order to 
meet critical deadlines, which took 
weeks of manual labor. Their Legal, 
Compliance and Public Relation 

teams sprang into action insuring 
they followed client guidelines 
regarding incident response 
handling protocols in order to 
salvage good will. There was also 
a recognized need to ensure that a 
digital trespass such as this could 
never happen to the firm again.

Seven days after the incident, 
the firm contacted a360inc and 
made the decision to protect their 
future interests by migrating to the 
CaseAware GOLD environment. 
a360inc responded quickly and 
within a week, a safe, secure 
and compliant space had been 
created in the cloud for the firm 
to host their CaseAware files. The 
firm’s files have remained in the 
CaseAware Gold environment since 
without further incident.

According to a recent article in CPO magazine, 
“The 2021 World Economic Forum (WEF) 
Global Risk Report, used for over a decade 
by organizations around the world as a risk 
assessment tool, has named “cybersecurity 
challenges” as the fourth most pressing 
danger to the global economy.”

case study
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On-Premise vs. Gold Hosting

Scalability
Fairness is getting what 

you pay for, not paying for 
what you don’t get. With 
CaseAware Gold you get 
all the efficiencies of the 
industry’s leading case 
management system 

without having to own or 
manage the infrastructure 

to support it. We offer 
flexible subscription 
models to meet your 
scalable needs. From 

the security of your data 
to dedicated CaseAware 
Account Managers, our 

subscription models offer 
exceptional peace of mind.

Why Gold Hosting is the 
reigning champ
Whether looking at the financial 
impact as it relates local IT hardware, 
software and support, the cost of 
downtime in a process oriented 
business, or even worse, the loss 
or leak of valuable regulated data, 
CaseAware Gold is the clear winner. 
All these issues are technically 
knocked out by Gold’s cloud hosting 
making it the best value proposition 
for your budget, security, reliability 
and scalability.

On-premise or Self hosting
On premise hosting is a good 
option for some and is supported 
by our Bronze and Silver level 
subscriptions, but in times past, it 
was the only option for storing your 
data. However, as hardware and IT 
support costs have increased, so has 
the need for reliability and flexibility. 
Many Gold subscribers abandoned 
the old ways of on site servers due to 
maintenance and upgrade costs and 
reliability issues. Some clients found 
themselves running out of space 
where the only options were either 
moving to the cloud with CaseAware 
Gold or investing more of their 
budget towards local IT equipment 
and support.

FEATURE HIGHLIGHT

What our clients have to say about CaseAware Gold

“For our firm, the ability to rapidly scale resources and 
applications is paramount, even in the current Default 

Services Climate. Furthermore, a360inc’s ability to protect 
data and information within a cloud architecture made 

switching to the Gold Service Platform an easy decision. 
For us, it’s what separates what they offer, from the 

services of any other Case Management System.”
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Security
• Hosted in geographically dispersed,

USA based, Tier4 data centers

• SOCII Type 2 certification

• ISO_27001 certification

• HIPAA certified associates

Solid Gold Reliability
CaseAware Gold uses a Tier4 data center. Tier4 is Uptime Institute’s highest 
rating, compliant to SOCII type 2 and certified with ISO_27001 and ISO_22301. 
A Tier 4 data center is fully redundant with zero points of failure, guarantees a 
99.995% uptime and provides at least 96 hours of independent power. 

Inside our partner data centers, a360inc provisions you with dedicated primary 
and secondary servers while securely replicating your data; a structure that 
is designed for a Recovery Point Objective of less than an hour, resulting in 
effectively ZERO data loss. We also utilize multiple levels of backup, including 
tapes, additional geographical location failover sites, and continual replication 
of data with a designated disaster recovery site in the Midwest. Our team 
conducts disaster recovery planning and testing sessions annually. To ensure 
a secure environment, we hire an outside vendor to perform unbiased annual 
Penetration Testing.

• Fully redundant with zero points of
failure

• Multiple levels of backup

• Dedicated disaster recovery site

• Utilize outside vendor to test
security annually

What is Gold?
With CaseAware Gold you get all the efficiencies of the industry’s leading case 
management system without having to manage the technology to support it. 
We offer three different subscription levels because one size does not fit all 
when it comes to your case management system needs. 

CaseAware Gold includes Silver offerings like scheduled maintenance, support 
and modifications plus the protection and security of a360inc’s secure hosted 
environment.

All that glitters...

Support & Expertise
When you upgrade to Gold, you 
engage with the industry’s most 
experienced CaseAware experts and 
technology professionals. You will 
have an extensive team of cross-
functional business and technology 
experts supporting your firm, including 
CaseAware specialists, business 
process experts, and security and 
infrastructure administrators. In 
today’s market, access to such a 
highly-trained group of professionals 
is worth its weight in gold.

All the features of Silver plus: 

Hosting of CMS in our geographically 
dispersed Tier 4 Data Centers, including:

• Multi-Layer Security Systems
• Reliable and redundant power
• SOC II and ISO27001
• Disaster Recovery planning
• Closed Circuit Surveillance

Optional Add ons & Configurable Services

• Multi Factor Authentication
• Mobile Device Management
• Custom Password Configuration
• File Audit Trail of all file changes
• Role based security features
• Inactivity timeout sessions & 10 hour

automatic server timeout
• IP whitelisting available
• Optional: Ability to have a test

environment

the sparkle of silver with a bit more value

CaseAware Gold 
Subscription Upgrades
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Why should I trust the data center where the data is stored?
We use a Cyrus One a tier IV data center. To be defined as Tier 4, a data center 
must adhere to the following: 

Zero single points of failure. Tier IV providers have redundancies for every 
process and data protection stream.

99.995 % uptime per annum. This is the level with the highest guaranteed uptime.

2N+1 infrastructure (two times the amount required for operation plus a backup). 
2N+1 is another way of saying “fully redundant.”

Some data centers simply have generators that kick in when there is a failure. 
CyrusOne has grid redundancy where if one grid goes out, they have access to 
another power grid.

Power cooling and circuit level redundancy. 

If they do need to rely on generators, Cyrus Onehas brokered fuel agreements with 
Mexico in the event local resources are unavailable.

No more than 26.3 minutes of downtime per annum as a maximum figure and 
this annual downtime does not affect customer-facing operations.

96-hour power outage protection. This power must not be connected to any 
outside source and is entirely proprietary.

CyrusOne holds ISO/IEC 27001:2013, Type 2 SOC 2 & ISAE 3000 certifications and 
attests to the compliance for PCI compliance.

The following documents are available for reference and review regarding 
CyrusOne and the company’s independent certifications and privacy/security 
standards:

Certificate of Registration
Bridge Letter for Type 2 SOC 2 Report
Type 2 SOC 2 Final Report

PCI Attestation of Compliance

Is there a logical segregation of data?
Yes. Further, there is a logical separation of applications which is a second level of 
separation.

x
General FAQs

How many clients do you have in your data center?
We have more than 70 entities in our data center with a 30% increase of new 
tenants yearly.

We are exclusive in the legal/lender industry facing CFPB requirements.  

Where are a360inc data centers located?
We have Geo-Diverse locations in the United States strategicly placed in Dallas, 
Texas and Aurora, Illinois, meaning your files will always stay secure in the USA.

Do you answer servicer audit questionnaires?
Yes. We answer any and all questions that are related to the hosting environment, 
the application itself and corresponding infrastructure.

We answered over 400 servicer audit questionaires last year alone.

Upon request, we’re happy to host an onsite tour of the CyrusOne data center 
location.

Servicer’s prefer auditing a360inc managed services because it’s a one stop shop. 
a360inc has earned a trusted partner status with our broad cross-section of users 
in our suite of products and services.

Security

Do you have a Disaster Recovery Site?
Yes. Our disaster recovery site is located in Aurora, Illinois. 

Are you sharing my data with anyone?
Our client’s will always own their own data. It’s always your data. Your data would 
never be shared without you knowing. We cannot, and will not sell data.

How we stay undefeated. 
CaseAware GOLD: FAQs
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Do you perform an annual Penetration Test?
Each year, CaseAware Gold’s security is aggressively tested through official 
penetration testing. Penetration Testers will actively attempt to exploit any 
known, and/or unknown vulnerabilities to help find gaps in CaseAware Gold’s 
overall security. Penetration Testing helps improve CaseAware Gold’s total 
security by finding weaknesses, applying fixes for discovered vulnerabilities 
and thus, effectively enhancing security.

Processes

What is your RPO/RTO and back up process?
We use multiple levels of back up (tapes, fail over to another geographical 
location, including continual replication of data).

This would be cost prohibitive for a single law firm. Even if they use a 
cloud-based provider they could lose 24 hours in testing where we have an 
immediately begin the fail over process.

With our level of backups, we can ensure level of compliance with an industry 
standard of 24hours.

Our RPO is designed to be less than 1 hour so there’s effectively ZERO data 
loss. It may take about 24hours to get them back online but 0 data loss. 
Unlikely that anyone could achieve this without the team and structure we 
have in place.

Our structure results in a ZERO data loss.

What is your monitoring process?
a360 utilizes LogicMonitor, an industry leader in the monitoring space, to 
provide an advanced full stack monitoring solution to provide in depth insights 
into all the systems and solutions we provide to our clients. It also provides 
the capability to monitor our fully managed client systems on prem, as well as 
cloud- based solutions. With its advanced data forecasting and analytics, it 
helps us identify and prevent potential problems before clients are impacted.  
Additional a360inc offerings through their monitoring service include:

Monthly Uptime Reports for a historical record of how your hosted services 
performed against our SLAs.

Monitoring Dashboards that offer real-time visibility into your hosted 
infrastructure.

Security cont.

What does a360inc use for anti-virus protection?
Powered by SOPHOS, CaseAware Gold is protected by advanced anti-virus 
malware protection that detects and defends against malware infection using 
malware detection methods known as signature based, behavioral based, 
and anomaly based analysis. By covering all types of malware detection, 
CaseAware Gold is able to deliver a worry free and safe user experience.
However, CaseAware Gold doesn’t stop there. Utilizing Rapid7’s vulnerability 
scanning technologies, CaseAware Gold is able to fine tune the search for 
malware. CaseAware Gold’s sophisticated vulnerability scanning capabilities 
add to the overall security of the environment by searching for hidden 
malware infections through daily, weekly, and monthly asset scanning.

How can we access our data from remote locations?
We provide secure access from remote locations through VPN tunnels. 
a360 works with our clients to determine the best strategic, secure, and 
cost-effective solution for connecting clients to their data, including internet 
accessible SaaS applications with whitelisting and MFA, to private vpn 
tunnels, and even vendor/circuit diverse sd-wan connections for our fully 
hosted and managed solutions.

What are your encryption protocols?
By default, within CaseAware, MySQL data fields do not have encryption 
turned on at the data-base level due to performance concerns related to the 
increased searching time when data has to be decrypted in order to return the 
result.  

If a CaseAware client chooses to turn this encryption on, CaseAware does 
provide the ability to enable encryption at the field level for NPI (SSN, Loan 
Number) without impacting performance.

MySQL 8.0, which is in testing, will provide the ability to enable encryption at 
rest, so database files themselves will be encrypted directly by MySQL, rather 
than at the field level. 

Read more about encryption here
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Performance

What is your guaranteed uptime?
We are proud to boast 99.995% guaranteed uptime. 

Is there any expectation that my users will experience better, the 
same or even perhaps worse system performance in the hosted 
model?   

We recently sent out a satisfaction survey to our Gold customers who all reported 
that they experienced better performance after switching to the a360inc Gold 
hosted model.

Subscriptions

Do you require a long-term contract?
Transaction-based model available. 

Can I go GOLD without using CAM Support?
No, but we can work with you on how to best utilize those hours on a monthly 
basis.

Can you provide some examples of Training offered?  
We provide pre-recorded training tailored for new CaseAware customers.

Gold clients are included in the monthly release notes call/training.

Gold includes 1 hour of custom training per quarter where the firm can pick the 
topic on which they would like to be trained. 

Processes cont.

What is your Change management process?
We’ve established a Change Advisory Board (CAB): CAB is focused exclusively 
on reviewing Change Requests for risk, unintended consequences and change 
schedule conflict. CAB advises Change Management of their findings and 
recommendations for approval, recommendations or rejections. Our philosophy as 
follows:

All work MUST be TICKETED, and MUST BE APPROVED

Change Record should demonstrate thoughtful planning and risk and impact 
assessment
Sound technical plan, including backout steps

Peer Review Completed 

Testing and Historical Data for effective assessment

Schedule Conflicts, Appropriate Start/End Time, Maintenance windows

Resources Prepared – Implementation, Backout and Validation

Communication audience identified

Equipment

Do you own your own equipment?
Hardware: Yes, we own our equipment. We don’t rent unlike providers who 
use AWS and Azure. Renting can create limitations and involve unnecessary 
intermediaries. It causes confusion with data ownership. Also, when you lease 
equipment there is a risk of someone not paying their bill. If they don’t pay then 
they will pull it out of the data center.

Software (CaseAware): Every software has specific resource and configuration 
requirements. As the creators of CaseAware, we are the uniquely equipped to host 
and support our own software because we have a full picture from development to 
support.

Is your equipment better than my equipment?
We use best in class equipment and applications. Because of the economy of 
scale that we can bring to our clients, we can share the low-cost savings with 
enterprise grade hardware such as:
Cisco NetApp-storage VMWare HP

Undefeated Security. Undeniable Reliability. 
Unmatched Service. Unwaviering Commitment.

   CaseAware Gold.        
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